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Information Security Policies and Procedures are addressed in § 164.316(a) of 
the HIPAA Security Rule. The regulation requires that organizations implement 
reasonable and appropriate policies and procedures to comply with the 
standards and implementation specifications of the HIPAA Security Rule. An 
organization may change its policies and procedures at any time, provided that 
the changes are documented and implemented. 
 
Organizations must periodically evaluate written policies and procedures to verify 
that: 

• Policies and procedures are sufficient to address the standards, 
implementation specifications and other requirements of the HIPAA 
Security Rule.  

• Policies and procedures accurately reflect the actual activities and 
practices exhibited by the covered entity, its staff, its systems, and its 
business associates. 

 
Organizations should change information security policies and procedures as is 
reasonable and appropriate, at any time, provided that the changes are 
documented and implemented in accordance with the requirements of the HIPAA 
Security Rule. 
 
A few examples of specific policies and procedures that organizations must 
develop include: 

• Risk analysis policy 
• Sanction policy 
• Information system activity review policy 
• Termination procedures 
• Security incident procedures 

 



Get Ahead. Get Compliance Certified in Vegas or Orlando! 
The 4-day instructor-led programs, Certified HIPAA Professional (CHP) and the Certified 
Security Compliance Specialist (CSCS) will be delivered in Las Vegas on July 23-26 and 
in Orlando on August 6-9. Take the certification exams in class at the end of the 
program. 2007 clients include BCBS, Northwest Community Hospital, HHS, US Army 
and many others. Lorna Waggoner, CHP and Ali Pabrai, Security+, CISSP are 
confirmed instructors for the programs in Vegas and Orlando.  
 

COMPLIMENTARY HIPAA PRIVACY AUDIT 
The HIPAA Academy, the gold standard in HIPAA training, certification and consulting 
services, is offering an eight point HIPAA Privacy Audit at NO CHARGE!  
 
Our Commitment to You:  

1. Review your Notice of Privacy Practices (NOPP)  
2. Ensure Patient Rights policies are in place and appropriately documented  
3. Ensure Procedures are in place to comply with Patient Rights  
4. Review Business Associate Contracts (BAC)  
5. Review all training materials, policies and procedures to ensure HIPAA Privacy 

Rule requirements are met  
6. Review the credentials and job description of the Privacy Officer  
7. Review the office lobby and other open access areas of the facility for potential 

privacy breach concerns  
8. Review the Sanction policy and associated documents such as termination 

procedures)  

Please visit www.HIPAAAcademy.Net for details and to see if your organization 
qualifies. 

COMPLIMENTARY EXEC BRIEF PDF 
THE DISRUPTION OF HEALTHCARE: FORCES OF TECHNOLOGY AND 
GENETICS FOREVER CHANGE HEALTHCARE 
In this executive brief we examine the DNA of tomorrow’s digital healthcare ecosystem. 
Digital healthcare is about the delivery of personalized care – it is about information-
based medicine. It is the result of digitization of healthcare information of each person. 
 
In this brief, we examine the building blocks of digital healthcare including: 

• The flattening of the healthcare infrastructure as a direct result of Electronic 
Health Records (EHR), the National Healthcare Information Network (NHIN), 
Regional Health Information Organizations (RHIOs) and of course, the Internet  

• Regulatory compliance and how it is seriously influencing policy and technology 
priorities in healthcare organizations  

• The impact of genomics on healthcare and its influence on personalized 
medicine 

Contact Us 
FREE: For more information or to get a complimentary HIPAA Security Rule Quick 
Reference Card, please contact Rainey.Johnson@ecfirst.com or call her at 
1.515.453.8247 x20.  


